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Hunting the Edges

A Beginner's Guide to Finding The Bugs

ROOTCON  ·  Bug Bounty Village    
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whoami

Gee Toca 

▷ IAM Engineer

▷ Part-time bug bounty hunter

▷ Began my bug bounty journey in 2023
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Agenda

Introduction of Bug bounty

Methodology for beginners

Two cases and from real hunts (Story time)
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A quick disclaimer

This talk is not about fancy tooling or a crazy chain exploit.
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How can I earn my first bounty?
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Become a better hacker!
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Any Questions?
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What is a BUG?
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Functional bug vs. security bug

FUNCTIONAL BUG

The feature fails for someone 

allowed to use it.

EXAMPLE

A current member cannot download their 

own export.

SECURITY BUG

A safeguard fails and someone can 

access data or actions they should 

not.

EXAMPLE

A removed member can still download a 

private export.
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CIA TRIAD
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Web Bug classes
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Where to learn

Web Security Academy

Free topic guides and interactive labs

portswigger.net/web-security

OWASP Web Security Testing Guide

A structured reference for web application testing

wstg.owasp.org

Hacker101

Free video lessons and CTF practice

hackerone.com/hackers/hacker101
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TRY FAIL TRY
AGAIN
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The beginner’s trap
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A small toolkit

BROWSER

Use the app like a real user —

see how it’s meant to work.

PROXY

Watch a normal request and

response before testing a

boundary.
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AI in the toolkit

Use AI to accelerate understanding, test ideas, and documentation.
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How to approach a target

Adapt your research to the core application and what it actually exposes.

1 Use the product like a normal user

Create an account, complete onboarding, unlock features, and pay for relevant access when permitted.

2 Map the core application

Understand its workflows, roles, account states, APIs, and where important data moves.

3 Study what is actually present

JWT? Study common JWT weaknesses. File upload? Map its attack surface. No OAuth? Deprioritize it.

4 Track what changes

Review documentation, blogs, changelogs, and announcements. Revisit newly released features early.
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Heatmap

Hotter areas return more sensitive fields during normal browsing.

1 2

3

4

Observed responses

1 GET /v4/user/profile

Email, name and handle

2 GET /v4/users

Names, handles and plan

3 GET /v4/tickets

Support subject and status

4 GET /v4/billing/quote

Plan and amount

Heat shows field sensitivity, not 

proof of unauthorized access.
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Where assumptions break

● ● ● ctf.bugbountyrootcon.xyz/dashboard

Baseline

Directory cards show each 

member’s name and handle.

Boundary to name

The navigation also has My 

profile. Which details belong in 

each view?
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What if checklist

A small set of questions for one feature and your own test account.

1 What if the response carries fields the screen does not 

show?

2 What if the same field appears in another normal 

workflow?

3 What if the account state or plan changes?

4 What if a second test account views the page?

5 What result would confirm the expected rule?
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Mistakes that hide good findings

Make each test easier to understand, repeat, and explain.

Common trap Better habit

Change everything at once Change one variable; keep a normal baseline.

Call every error a bug Check which data, permission, or state changed.

Trust only the visible screen Confirm the underlying result across roles and states.
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Two cases from real hunts
(Story time)
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Case 1: MFA across sign-in paths
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Expected path: sign-in

portal.redacted.com

http://portal.redacted.com/
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Expected path: MFA required

portal.redacted.com/verifyMfa

http://portal.redacted.com/verifyMfa
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Bug #1 - MFA bypass

account.redacted.com

portal.redacted.com

portal.redacted.com/verifyMfa

http://www.redacted.com/
http://www.redacted.com/
http://portal.redacted.com/verifyMfa
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Bug #1 - MFA bypass

account.redacted.com

portal.redacted.com

portal.redacted.com/verifyMfa

http://www.redacted.com/
http://www.redacted.com/
http://www.redacted.com/
http://portal.redacted.com/verifyMfa
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Discovery: an older entry point
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A second sign-in path

account.redacted.com/en/login?relay=en
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Bug #1 - MFA bypass

account.redacted.com/en

account.redacted.com/en/login?relay=en

http://account.redacted.com/en


3535© 2025 HackerOne. All rights reserved. This  content is  proprietary to HackerOne and is intended for illustrat ive purposes only. Unauthorized use, reproduct ion, or distribut ion is s trictly prohibited.

Outcome: program validated
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Lessons learned

1 Authentication can vary
The main path enforced MFA for this account.

2 Older entry points matter
Archived navigation revealed a second sign-in.

3 Compare the same rule
The same account reached a different result.

BUG #1  ·
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Case 2: profile data exposure
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A profile visible to members
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One profile, two identifiers
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Bug #2 — PII LEAK
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Private fields on another profile
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Bug #2 — PII LEAK
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Bug #2 — PII LEAK
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Outcome: program confirmed
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Case 2 lessons

1 Follow identifiers across features
The app exposed two identifiers for the same profile.

2 Compare visibility rules
Profile views had different expectations about private data.

3 Confirm the data boundary
The program validated the exposure using controlled accounts.

BUG #2  ·
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Questions?

geej ·
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Thank you.

geej    ·
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